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PREFACE 


Tne User TELN!:T described I n this ' d o c um c n t h:1S been 


implemented within llCSB 1s Online System by Mark Kr"ilanovich 


and makes t c l c t yp e v c o mp a t i b l c time-sharing systems in the Net 


accessible to Online System users. 
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I. Function 


This document describes a program·whose function is to make 


an Online System terminal appear to any teletype-compatible, time


sharing system in the Network as if l! were directly connected ~ 


that system. By invoking this program from his terminal, an OLS 


user can effectively dial up a system a~ another site and use . i t 


as if he were a local user of that system. The program performs 


the following major functions: 


1) it resolves keyboard and display device 


incom~atibilities, 


2) performs character set transformations, and 


3) makes its presence and ~ h ~ t of the Network 


transparent to the user. 


The progra~ which performs these functions is called a 


User TELNET. It operates in conjunction with another program 


calleu a Server TELNET executing at the site whose system is being 


usc d . A SCI' v e I' T l;LNET c xis t sat c a c h . sit e who s c s y s tern i s 


accessible from the Net. Similarly, a User TELNET must exist at 


a site before users at that site have access to remote syst.ems. 


User and Server TELNETs access the Net through their respective 


NCPs, and operate under a Network-standard protocol which specifics 


the hand-shaking procedure by which the .t wo parties connect them


selves to one Enothef, as well as the format of data sent over a 


pair of Nctwor1 connections established between them. A User TELNET 


makes such protocol considerations transparent to its users. 


The TELNEl protocol is based upon the notion of a virtual 


teletype, emplcying a 7-bit ASCII character set. The primary 


function of a I ser TELNET, then, is to provide the means by which 


its users can 'hit' all the keys on that virtual teletype. [f the 


user's keyboard happens 1n fact to actually be a teletype, then 


the mapping procedure is a very simple one. However, in UCSl3's 


cas e , W her e a II S c r ' sinput J c vic e i s ,I'n _.0 LS . key boa r d (a d e vic eve r y 


different from a teletype), the mapping is marc complex. 
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The primary f un c t i on . of a Server TELNET is to map the keys 
',--" 


on the virtual teletype into that set of keys its local users 


can push on their keyboards. Again, if those keyboards are 


teletypes, the mapping done by the Server TELNET is straight


forwar~. In other cases, the task may be very complex. 


A similar set of mappings transforms output generated by 


the remote system into a form displayable on the user's output 


device (in UCSB's case, this device is normally a . storage scope). 


II. Invoking TELN[T 


This and succeeding sections describe a preliminary version 


of a User·TELNET (hereafter referred to simply as TELNET) currently 


implemented within the Online System. This initial implementation 


does not provide all of the services that a final version must 


provide, nor docs it provide all the conveniences that the next 


version will offer. It's a first pass which will be upgraded in 


the ncar future. 


TELNET is accessihle from NET, a subsystem (like MOLS~ and 


COL) of OLS. A user is by d vfault prohibitcd from loading NET. 


To have access to NET enabled for his user Humber, a user need 


only contact the Computer Ccntcr. Assuming the foregoing, Net 


can bc loaded with the key sequence: 


KEYBOARD ENTRY OLS QUERY/RESPONSE 


SYST WORK AREAS UPDATED 


LOAIl NET LO£\,D NET 


Rl:TlI RN FJLE LOADED 


or by specifying the system n a me · ' NET ' at login. 


Once in NET, TELNET is invoked by . ~ o i n g to Level II Real and 


h i t ti n g LOC. TI:LNI :,[, responds with a qll ~ry for site n u mh c r , The 


user should enter in decimal the number of the. site (as indicatl~d 


in Fig urei) tow hie h he des ire s a c c c oS s , fa 1 low cd b)' RETUl~ N. 


TELNET will then query the user for the Server TELNET's socket 
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Stanford Research 
Institute 


UCSB 


University ·o f Utah 


Bol r . Beranek, 
and Newman 


BoLt , Beranek, 
,-. and Newman 


MIT 


MIT 


Rand Corporation 


System Development 
Corporation 


Harvard University 


Harvard University 


Lincoln Laboratory 
Cr.1 IT) 


Lincoln Laboratory 
(;..\ IT) 


Stanford University 


University of 
Illinois 


Figure 1. 


Network Sites 


Location Computer Site 
Name 


Site # 
(HEX) 


S1 t e # 
(0 EC) 


Los Angeles Sigma-7 UCLA 01 1 


Los Angeles IBM 360/91 UCLI 41 65 


Men~o Park PDP-IO SRIO 02 2 


Menlo Park PDP-IS SRII 42 66 


Santa Barbara IBM 360/75 UCSB 03 3 


Salt Lake City, 
Utah PDP-IO UTAH 04 4 


Cambridge, 
Mass. PDP-IO BBNO 05 5 


Cambridge, 
Ma 5 S • DDP-s16 BBNl 45 69 


Cambridge, 
Nass. GE 645 MITO 06 6 


Cambridge, 
l-Ias s. PDP-I0 MITI 46 70 


Santa No n i c a IB~1 ]800 
(I B~1 360/65) RAND 07 7 


DDP-516 
Santa Monica (1 B~l .V,O j 67) SDC 08 8 


Cambridge, 
Mass. PDP-IO HRVO 09 9 


Cambridge, 
~1a s S . PDP-l HRVI 49 73 


Le x i n g t o n j 


Mass. IB~I 360/67 LINO OA 10 


Lexington, 
Ma 5 s . TX2 LIN1 4A 74 


Stanford PDP-IO STAN DB 11 


Urbana, 111. PDP-II ILL OC 12 
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Figure 1. 


(continued) 


Network Sites 


Institution Location Computer Site 
Name 


Site # 
(HEX) 


S:j.te # 


(DEC) 


Case \\'estern Re
serve Uni v t' r 5 i t Y 


Carnegie-Mellon 
University 


Burroughs 


Cleveland. 
Ohio 


Pittsburgh, 
Pa. 


Paoli, Pa. 


PDP-IO 


PDP-io 


B-6500 
(Illiac IV) 


· CASE 


CARN 


BURR 


00 


OE 


OF 


13 


14 


IS 
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number. By convention, this number is normally 1, but in certain 


cases some other socket may be appropriate. In any case, the 


use r 5 }~ 0 u 1den t e r the 5 a eke t n umb e r in. J c c i mal and hit R l T1I RN . 


.The dialogue, then, goes like this: 


KEYBOARO ENTRY OLS .QUERY!RESPONSI..: 


I I LOG FOREIGN SITE NO. (site number) 


s It e number RETURN FOREIGN SCK NO. = 1 


I RETURN 


When the second RETURN is depressed, TELNET will attempt to 


contact the desi gnated Server TELNET and e s t a b l i s h n duple x connec


tion for the user . Once the connection has been est<lblisheJ, 


TEI.NET will erase the tube and position -t h c carriage t.o the upper 


left-hand corner of the screen. Fron this point on, tho user is ' 


effectively connected to the remote system. TELNET enters a 


mode in which keys pushed by the user are mapped into their 


virtual-teletype equivalents and incoming text similarly trans


formed and displayed on the scope. If the remote system to which 


the user is connected normally issues a login message, that 


message will he the first to he displayed. In any case, the user 


should proceed by logging in to the . remote system according to 


the conventions appropriate to that system. 


I I 1. The Virtual Teletype 


Ille algorithm by which TELNET maps the OLS keyboard into the 


virtual te~ctype's charac~er set, arid by which it maps that same 


character set into the set of characters which can be displayed 


on the user's storage scope is defined in Figure 2. A line of 


that figure reads as follows: 


For line 11:
 


The key labeled' LF I (meaning 1 Line Feed ') on the
 


virtual teletype, sometimes referred to as 'control-J '
 
is struck by pressing eithei SUB, CASE ~, or ~ on an
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OLS keyboard. TELNET sends to the remote syst em an 


8-bit character with the value X'OA'. Whenever'LF' 


1 s r e c e i v e,d fro m the for e i g n s y s t em, TEL NET dis P I a y s 


it by rol ling the carriage down one line. 


As indicated in the figure, CASE substitutes for the CNTRL 


key on a teletype. Hence, for example, 'control -C' is repres ented 


by the k.ey pair 'CASE C' .. Note, however, that CASE and 'C' are hit 


in sequence, whereas on a teletype the CN1'RL key is h eld down 


while 'C' a s s t r u c k , 'CASE A' -'CAS~ Z' each have an equival ent 


on the upper keyboard, and the position of that key on the upper 
, 


keyboard corrcsponds to that of its counterpart on the lower 


keyboard . liene e, LS is equivalent to CA S E A. 


Although 'l'ELNET provides t h.e user wi t h the means for 


t ran s mit tin g bot h u Pper - and lower - cas e a I ph abe tic s (hit tin g 'A r 


sends a Lo we r-vca s e 'AI; holding dOh'.n SIlIFT and hitting IA I sends 


upper-case 'A'), there is no provision in OL5 for d~splaying 


lower-case characters on the storage s c o p e . Bence, TELNET maps 


lower - cas cal ph abc t ic sintau p per - cas e b c f or e dis P I a y i II g them . 


The four virtual teletype k e y s 'ENQ', lACK', 'BEL', and INAK' 


arc d isplayed by TELNET in .l special manner. Two lines are reserved 


for these characters at the top of th e display area, and when ever 


TELNET r eceives such a character from the remote system, it displays 


it in its assigned position w.i t h i n the two -line field. TELNET al


ways positions thos(: four ch aracters at the top of the display ar ea, 


regardless of the user's current position on the scop e, then 


returns ' to - i t . 


A storage scope has both positive and negative attributes r el


ative to a teletype. Display is much qui eter on a scope than on 


a teletype. How ever, the noise made by the return of a teletyp e 


carriage is of ~en a valuable cue to ·t h e u ser, frequently signi


fying that the previous line of input from the user has b een 


ace L'pt e II IJ Y t h s y s t c 111 • A s a S 1I b s tit u t c for t his P ~ l r tic u I ar c U L' • 


'IT LN l:"!' d i sp l n v : ~I J l 1IIldL'I"1.inc (' ') at t h c left edge o n the J1L' xt 


I n .- c v c s a c u r n r o m the r e m ei WItL'IlL'VL'l" : t r c c i a c r r ia g r c t (CI~.l f o t 


syst'L'lIl. 
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Figur e 2 . TELNET Character Set 


To 
Send 


( 


) 


* 


+ 


/ 


< 


= 


> 


'1 


(g 


-, 


( Ex p l a na t i on ) 


Opening 
Par e-n the s is 


Closing 
Parenthesis 


Asterisk 


!PIUS 
Comma 


Hyphen 


Period 


Slant 


Colon 


Semicolon 


Less than 


Equals 


Greater . Ii a n 


Question Mark 


Co mm e r c Li I At 


( can t 1 n II e tl ) 


Also ~ush 


Known as Eith er Or 


( 


) 


* 


+ 


Cedilla 


Minus 


Decimal · 
Point 


/ 


< 


= 


> 


? 


(~ 


Opening 'sr a c k e t 


Reverse :::;lant CASE / 


Closing 13racket 


C i I ' cum f l c x 


11IIId o r l i Il L' 


I 
I 
I 


t t 


~. 


Code Se nt 
is (i n hex) 


:28 


29 


2 /1. 


2B 


2C 


2D
 


2E
 


2F 


3A
 


3B
 


3C
 


Upon Rec eipt 
lli spla yed a s 


( 


) 


'k 


+ 


/ 


< 


3D =i 
I 


3E >I 
i 


3 F ?I 
I40 ~! 


I 
58 [ 


1
SC \I 
50 I 
SE 


I 


SF 


l 
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Figure 2. TELNET Character Set 


(Continued) 


To 
Send (Explanation) 


Also l Pu s h 
Known a s jh i t h e r Or 


Code Sent IUp o n Receipt 
is (in hex) Displayed as 


Grave Accent Opening CASE 
single 
quote 


60 


{ Opening Brace leASE 78 { 


} 


DEL 


0-9 


Vertical Line 


Closing Brace 


Tilde 


Delete 


Numerics 


! I 
! 
jCAS I.: ) 
1 


i 
ov erI in e'l --, 
Genera 1 I 


Accent I 
I 


Rubout lJ3 ACK 
i 
i
:0 - 9 


7C 


7D 


7E 


} 


7F 


30-39 0-9 


A-Z 


a- z 


Upper Case 
Alphabctics 


Lower Case 
Alphabetlcs 


:S Il I FT S 


!/\ - Z 
i 
I , 
I 
I
!A - Z 
, 


-11-5A 


61 -7/\ 


A':'Z 


1\-2 
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............. Notes for Figure 2 ·. TELNET Charact er Set 


1 All	 of the following keys send NULL: 


SET, CLR, ¢, Superscript u-9 


2 ItA' is read 'Control A'. Sam e for 't 13 " , t.e I, etc. 


3	 ENQ , ACK, BEL, a n d NAK arc displayed as ' <[NQ>', 
'<ACK>', " < BELL> ' , and '<Nf\K>', resp ectively, in an 
area at the top of the screen re served especially fo r 
those character s. 


4	 tA is sent by hi·tting the keys 'Cf\S~' and 'A' in turn. 
Same for tB, tc, etc. 


5 Upper case '/I..' is sent hy holding down the S HU:T key 
while '/I..' is struck. Same for upp er case 'B', 'C~, etc. 


6	 CR also caus es an underl in e to be displayed in the 
left margin as a substitute for the often u seful c u e 
pro v ide d b Y the no i s y l' C t u r n a fat e 1 e t y P e carr i a g e . 


..' 
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A storage scope is also a much faster display device than 


a teletype. Howev e r , in some situations this apparent attribute 


can be"troublesome. In particular, wh~n a system displays a 


whole series of lines of text without requiring input from the 


user, the display may he wrapped around from the bottom of the 


scope to the top, and begin overlaying · i t s e l f before the user has 


hid time to read it all. In such cases, · the . folloWing strategy 


is sometimes . useful (and will make sense once the next section-


Section IV--has been read): hit..!..l before the display begins to 


wrap around upon itself; the display will stop. After the text 


has been read, erase the scope and hit LOG and display will resume. 


If the user hits ERASE while in TELNET, that key will have 


its usual effect; it will have no effect. upon the remote system. 


However, because of a quirk 10 the current implementation of 


TEI.NET, ERASE will have the one additional effect of causing the 


display of incoming text to be suspended until another key on the 


virtual teletype is struck. 'r h e user is thus cautioned against 


eras ing the scope wh i 1 c wa it lng for a r e s o n s e from t he remote 


system. However, the user t:an extricate himself fro III th e situation 


described by following the ERASE with NUL on the virtual teletype. 


IV. Returning to TELNET-


The user can at any time escape from TELNET (and hence from 


the remote s y s t em to which he is attached) by d e p r e s s i n g a level 


key (e.g., I, JI, ... ,SYST,TYPE,LlST) or, of course, by hitting 


RESET. Any t i n.c thereafter, the user may return to TELNET by 


hitting ~ LOl: (on NET) once again, and resume operation on his 


rem 0 t c s Ys t. c 1Il ~' X act 1 y wh e l' e ~ 1 e r t off. \V hen ! I J LOG' i s pre s s 8 d 


t his sec and t i HI e , ins tea d a f que r yin g the usc r for sit e n umb era 5 


b e for e.. TEL NI~ T \v i J J not i c c t hat the usc r i sal read y con n c L. ted t 0 


are mot e s y s t em and s i 111 ply res urn e wh o r-cit 1eft off. 
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After he escapes from TELNET and hefore he returns to it, 
<:> 


the user may enga ge himself in any other Online System activity 


short of logging out , but including c h a n g i n g systems, while still 


retaining the ,option of subsequently returning to TELNET and 


resuming activity on the remote system to which he remains connected. 


The user can exploit this property of TELNET to obtain hard c opy 


of a selected portion of his dialogue with the remote system. The 


user simply brings his system to the point at which a listing is 


desired, e s c a p e s f r o m TELNET by hitting 'TYPE SEL 1,4 RETlmN', 


thereby selecting tIle lin e prj,nter as a secondary output device, 


and then returns to TELNET by pressing '.!..i LOG'. All s u b s e qu e n t 


communication with the remote syst em will be record ed for e v e n t ua l 


output on th e printer. Loggin g off of OL5 while escaped from 


TELNET causes the TELNl:'1' c o n n e c t .i.o n to be broken automatically by 


the system . 


V. Breaking TELNET Connections 


At any time while the user is in contact with TELNET, a f t c r 


the connection to the remote system has been establi shed, the 


user may terminate that connection by hitting 'CON RETURN'. 


TELNET wi 1 1 res po n J f SoCKI~ TS PlJRCI ~ I) , . \ sub seq u e n t call toT ELNET 


(i.e., a subsequent instance of '~1.0C;') will ill icit the 


original query for remote site number. The user is t h e n fr e e to 


connect himself to another foreign systom. 


Th~ user is cautioned that breaking Network connections 


as just des cribed is not necessarily eqlivalcnt to log ging out 


of the remote system. Some Server TELN~Ts may, when they detect 


the breaking of connections, log the u ser off of their system; 


others may lea\ c the user logged on. Tne user should be awar e 


of the convent ons of the systems he uses and, where appropriate, 


log himself of: " before br eaking connections. 


Th c kc y s ( ~q u c: n c e '1 UEI. RETURN' will a Ls o t o r min ate a 'l ' ELNET 







14 


connection, but all other connections that may 'have been previousl y 


established using the operators of Levell are closed as well. 


VI. Ab'lorma1 Network Conditions 


While the user is in TELNET and attached to a remote s ys t e m, 


TELNET monitors the user's Network connections. If any abnormal 


condition is detect ed, it terminates its monitoring and issues a 


message of the form : 


CONNECT}
INPUT ERROR - CODE= n 


{ OUTPUT 


wher~ 'n' is one of the values listed in Figures 3-5. A CONNECT 


error may occur during lELNET's initial attempt to establish 


connections to the remot e system; an INPUT error may occur when 


, TELNET attempts to extract incoming datu from the Net; and an 
.....- . 


OUTPUT error may occur as T ELNET trie s to insert outgoing data 


into the Net. 
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figure 3. CONNECT ERROR CODES 


A previous invokation 
socket op en; the send 
RETURN' . 


of TELNET 
socket is 


left a loc al 
closed. Hit 


receive 
'I DEL 


8 A previous Lnv o k a t i o n of TELNET aborted , a n d '1 nl:L 
RETURN' fail ed to close the Network connections. - -Thc 
remote site is probably dead. 


12 All communication paths 
remote site are in use. 


between UCSB and the spe cified 


16 UCSB's NCP 
stopped. 


is running at capacity or is drained o r 


2 0 The conn ection attempt was refused by the remote site. 


28 No such remote site. 


'-". 
36 


44 


Remote site wa s discovered to be dead. 


The Operator has stopped or re s c t the NCP. 


6 0 Either the 
input fr om 
subnet. 


specif ied remote site 
the Net, or there was 


is not accepting 
a failure in th e 


68 The specified remote 
connections to LJCSB. 


site has broken all exIsting 


72 The r~mote site is known to be dead. 
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Figure 4. INPUT ERROR CODES 


8	 Connections to the Server TELNEl' at the remote site 
have been broken. 


16	 Connections to the Server TELNET at the remotc site 
arc ' being broken. 


52	 An interrupt was sent by the remote system. Resume 
by hi tting LOG. 








, 
17 


Figure 5. OUTPUT ERROR CODES 


8 Connections to the Server TELNET at the remote site 
have been broken. 


16 Connections to the Server TELNET at the remote site 
are being broken. 


20 same as 8. 


36 Remote site has died. 


44 The Operator has stopped or reset the NCP. 


52 An interrupt was sent by the remote system. Resume 
by hitting LOG . 


60 Either the remote site has stoppeJ accepting input 
from ihc Net or t})cre was 3 failure in the suhnet. 


64 same as 60. 


68 The remote site has broken all existing connections 
to UCSB. 






